Puraité A. Economic impact of organised crime to state security

Paraité Aurelija

Doctor of Law, Associate Professor,
Vice-Dean for Science,

Academy of Public Security (Lithuaniay),
Mykolas Romeris University,

Lithuania, Kaunas

e-mail: aurelija.puraite@gmail.com
ORCID 0000-0001-9228-1396

doi: 10.21564/2414—990x.149.201728
UDC 343.37

ECONOMIC IMPACT OF ORGANISED CRIME
TO STATE SECURITY

Organised crime is changing and becoming increasingly diverse in its methods, group structures
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on state’s economy, on the other hand — to analyse the possible legal and economic measures tackling
and preventing organized crime activities. The article contains results of the analysis of international,
regional and national legal acts and the secondary analysis of statistical data of European Union agencies
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ExkoHOMiYHMIi BIUIMB OPraHi30BaHOi 3JI0UMHHOCTI HA I€PKaBHY Oe3neKy

Opezanisosana 3n0uunHICMb 3MIHIOEMbCS 1 CMAE 6ce OLIbUL PISHOMAHIMHOIO 34 C60IMU Memodamu,
ZPYNOBUMU CIPYKMYPAMU MA 6NAUBOM HA CYycnitbemeo. Memoro nybrixayii € ananis, 3 00H020 60Ky,
BNIUGY OP2AHI308ANHOT 3IOUUHHOCTE HA EKOHOMIKY O0epicasu, 3 THWO020 — MONUCIUBUX NPABOBUX Ul eKO-
HoMIuHUX 3ax00i6 w000 il nodoranns ma 3anobizanis opzanizosaniii saouunnil disavnocmi. Cmamms
MiCmums pesyivmamu 6UBUEHHs MINCHAPOOHUX, PEZIOHAILHUX MA HAUIOHAIOHUX NPABOSUX AKMIE ma
BMOPUHIHO20 AHANIZY cmamucmuunux oanux opzanis €sponeticvkozo Co03y ma MidHAPOOHUX Opeanisa-
yiil. Aemop suKopucmosyeas pisnomanimui memoou: 6i0 6i060py ma anaNizy NEePEUHHUX MA MOPUHHUX
Oaceper 00 ONUCOBUX, NOPiHAILHUX ma Memodie cunmesy. Taxuil ananis Oyao 30iticneno na b6azamo-
HAYIONANOHITL PISHOMAHIMHITL 6a31 eMMIPUUHUX OAHUX, SKI MICMUIUCS Y MINCHAPOOHUX, DeZIOHALLHUX,
HAYIOHAIOHUX OP2ZAHI3AUIAX MA GI0OMCMBAX, A MAKONC PE3YIbMAMAX HAYKOBUX, ONEPATNUSHUX A Meo-
pemuunux 0onogioetl, no6’3anux 3 nPoOIEMON0 OPLAHIZ08AHOT 3NOUUHHOCTE MA BNAUBOM Ub0O20 AGUULA HA
depaicasy ma cycniivcmeo.
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KiiouoBi c1oBa: 11paBoBe pery/ioBaHHs; eKOHOMIUHa (e3IeKa; OpraHizoBaHa 3JI0YUHHICTD; JAep-
sKkaBHa Gesrexa.

Introduction

Organized crime (OC) is more than an independent criminal phenomenon.
Theoretically, studies show the interdependent correlation between the political,
socio-economic, criminal justice and legal domains [2]. The concept of economic
security is characterized by its complexity to distinguish accurately and the economic
level of the state from the other levels of security — individual, regional and global.
Organized crime is changing and becoming increasingly diverse in its methods, group
structures and impact on society. It not only menaces peace and human security,
but it also undermines economic, social, cultural, political and civil development of
societies around the world and violates human rights [20]. OC poses one of the most
serious threats to security, stability, democracy and the fundamental civil rights, i.e.
values on which the European Union is based. It causes both direct and indirect
damage to the state and public security, to human health and welfare, economics,
business order and state finances. According to the United Nations, organized crime
is among the biggest global challenges to the future of the whole world.

The threat of organized crime is especially notable in the European Union. As
the newest research show, 70 per cent of organized crime groups operating on an
international level were found to be active in more than three countries. [13]. These
groups are taking advantage of the free movement of money, goods, personnel and
services across the EU. As a result of the increased sophistication of many organised
criminal groups, they can utilise legal gaps and differences between the Member
States, exploiting the different regulation in the various systems. Also, it requires
states to cooperate in more and more levels seeking to tackle organized crime.

In 2013, Europol reported the presence of at least 3,600 internationally operating
organised crime groups (hereinafter — organized crime groups or OCGs) in the EU
[14]. As revealed in the SOCTA 2017, there are approximately 5,000 international
OCGs currently under investigation in the EU identified. This increase is an
indication of shifts in criminal markets and the emergence of smaller groups and
individual criminal entrepreneurs in specific criminal activities. These developments
also highlight the complex dynamics that shape the serious and organised crime
landscape in the EU [13].

Organized crime demonstrates the skills needed to adapt to rapid political and
economic change, digitalisation processes. Criminal organizations have increased
their scope of actions, enabling a continuous cycle between illegal activities and
the reinvestment of capital in the legal economy. Proceeds from illegal activities
are reinvested in various types of property and the legal economy, thus criminal
organizations can launder the proceeds of crime, differentiate their activities, and
discover new sources of financing illegal activities. The negative consequences of
this process for society are indeed underestimated: the development of a legitimate
economy is distorted, and public resources are misused. Besides, this process is
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accompanied by sophisticated money-laundering mechanisms, which make it difficult
to distinguish between legal and illegal economy [48].

It is hard to measure the economic impact of organised crime on a particular state
because it is very hard to collect data on their economic activities. Some economic
costs (such as environmental damage due to illegal logging, hazardous waste dumping)
are not yet included in the big picture of organized crime’s impacts [13].

The article aims to research, on the one hand, the impact of organized crime
on state’s economy, on the other hand — to analyse the possible legal and economic
measures tackling and preventing organized crime activities. Even though some
scholars state that modern economics “it is economics for itself, in which the economic
principles serve its interests” |36, pp. 35—54], from the legal point of view (which
is also confirmed by numerous economic studies (for example, [42]), as well as
an economic reality, there is an interactive link between economics and legal
regulation — one has an impact on another, and vice versa.

1. Literature review and state of art

Seeking to achieve the aim of this paper, two main concepts must be determined:
the concept of economic security of a particular state, and the concept of organised
crime. Basing on methodology what we consider as those two concepts, the findings
and interpretation of data gathered may differ.

As classical work of Barry Buzan determines the economy as an influencing
factor of policies of the state: «national security cannot be dissociated from the
character of the international system, in either its political or its economic dimensions»
[3, p. 150]. Links between national security and economic strategies have been
analysed by De Souza [10], and the economic security is being acknowledged as a
link between national security and social security [33]. Illarionov discussed factors
determining the economic security and pointed out that “a country’s economic
security is understood to mean the combination of economic, political, and legal
conditions that provide for the steady production of the maximum quantity of economic
resources per capita by the most efficient means in the long run” [22, p. 80]. Luciani
debates the difference between a narrow and territorial definition of security, and
a broader definition of security encompassing economic interests [19; 28; 31; 44].
In general, it could be concluded that through the development of theoretical
concepts towards economic security, bearing in mind the challenges and changing
environment of the XXIst century, the tendency of the addition of economic goals
to national security objectives could be observed. Recently national as well as
international security concept is supplemented with such issues as human rights,
economics, the environment, climate change, organised crime, or social injustice,
in addition to the traditional concern with security from external military threats.
Some scholars proposed such external and internal risk factors of economic security:
economic pressure, blockade and other hostile economic external challenges; capital
investments for political purposes, the vulnerability of energy system; destabilization
of the national currency; economic criminalization; the uncontrolled extent of
economic crimes [41].
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It should be noted, that most authors consider only economic crimes and the
dark market as a threat to economic security, however, organised crime has not only
direct impact on economics, consequently, on the security of the states, but also
indirect influence. Organised crime causes both direct and indirect damage to the
state and public security, to human health and welfare, economics, business order
and state finances. Unlimited by geographical boundaries (according to the latest
data, criminals of more than 180 nationalities were involved in serious and organised
crime in the EU), OC uses innovative communication technologies in establishing
new partnerships to commit highly profitable crimes. European Union citizens fall
victims to serious and organised crime both directly and indirectly.

Many researchers exploring the issue of organised crime observe the aspect
of business underlying this phenomenon. Hence we may often come across such
descriptions of organised crime as “criminal syndicate”, “criminal industry” and
similar. P. M. Roth assumes that organised crime is a specific enterprise which uses
unlawful economic mechanisms to clean up the market from competitors and which
primarily strives for economic objectives rather than power [39, p. 5]. Therefore,
the principal area of organised crime is economics since it is enrichment that is the
aim of setting up organised crime structures. Organised crime within the economic
system surely not only accounts for shadow economy but the entire economy:.

Since the year 2000, the United Nations Convention against Transnational
Organized Crime has provided an internationally shared definition of an organised
criminal group as “a group of three or more persons existing over a period of time acting
in concert with the aim of committing crimes for financial or material benefit”. This
definition was also adopted in the EU’s Council Framework Decision 2008/841/
JHA of 24 October 2008 on the fight against organised crime and continues to reflect
law enforcement authorities’ conceptualisation of organised crime across the world.
However, this definition does not adequately describe the complex and flexible
nature of modern organised crime networks [13].

Organised crime is a social phenomenon of a new quality level with the
underlying key origins — illegal shadow economy or business which causes
considerable damage to a state and society. It is this activity (business) that
organised crime is associated with through causal, functional and correlation links
[9, p. 170]. Following the definition, the characteristics of the phenomenon could
be distinguished as follows: continuous criminal activities, a threat to economic and
social security of the society, pursuit of material gain and corruption.

2. Methodology

OC for understandable reasons is largely unreported and this means that there
is little reliable empirical data available. However, it was necessary to make a
number of assumptions in order to understand the OC as an economic threat and
to evaluate its impact on the state’s security. The article contains results of the
analysis of international, regional and national legal acts and the secondary analysis
of statistical data of European Union agencies and international organizations. It
should be stated the interdisciplinary character of this paper, which corresponds to
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recent wide development of interdisciplinary research methods basically in the field
of social sciences (law, economics, sociology, etc.), therefore it is aimed to carry out
some «interdisciplinary synthesis» through conclusions of this paper. To achieve the
above-mentioned goals, the author will use a variety of methods: from selection and
analysis of primary and secondary sources to descriptive, comparative and synthesis
methods. Such analysis requires multitudinous, broad and diverse base of empirical
data, which could not be collected by authors. Accordingly, the author will use the
data and economic indicators of the World Bank publications, NewCronos database
of Eurostat, Organization for Security and Co-operation in Europe (OSCE), other
international and regional organizations and agencies, also national institutions, such
as Statistic Department of Lithuania, as well as scientific, operational and theoretical
reports related to the issue of organised crime and impact of this phenomenon to
the state and the society.

The most dangerous for European security fields of organised crime is
determined by the Council of the EU in 2010 [5]. In 2017 the new priorities
were established, in 2018—2021 priority fields are [6; 7]: cybercrime in particular
attacks against information systems, child sexual exploitation, and non-cash
payment fraud; production, trafficking and distribution of cannabis, cocaine,
heroin, new psychoactive substances and synthetic drugs; facilitation of illegal
immigration by providing facilitation services to irregular migrants along the
main migratory routes crossing the external border of the EU and within the
EU, particularly focussing on those whose methods endanger people’s lives, those
offering their services online and making use of document fraud as part of their
business model; organised property crime committed by highly mobile organised
crime groups carrying out organised thefts and burglaries across the EU; trafficking
in human beings in the EU for all forms of exploitation, including sexual and
labour exploitation as well as all forms of child trafficking; illicit trafficking,
distribution and use of firearms; environmental crime, more particularly wildlife
and illicit waste trafficking; criminal finances and money laundering and facilitate
asset recovery; document fraud in the EU, in particular, organised crime groups
involved in the production and provision of fraudulent and false documents to
other criminals.

Those activities could be analysed from different perspectives: as an issue
of human rights, legal, sociological, psychological, economic approaches are also
valuable for a better understanding and prevention. The author of the paper took
methodological decision to analyse those organised crime activities that affect public
and state security the most (rather than are more orientated towards affecting
individual persons), those are cybercrime; production, trafficking and distribution
of illicit drugs; facilitation of illegal immigration; trafficking in human beings; illicit
trafficking, distribution and use of firearms; money laundering. Therefore, for this
research, we will analyse economic data of the activities of different organised crime
fields, to understand the global impact on economics and possibly to foresee the
future trends. There are two main indicators of the economic impact of organised
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crime — the costs related to OC activities, and the benefit generated by OC activities.
The authors of Home Office of the United Kingdom report [21] determined, that
economic and social cost, or “harm”, includes: 1) costs in anticipation of crime
include defensive expenditure and precautionary behaviour and are considered to
be a cost of crime since they are based on the risk of becoming a victim; 2) costs as
a consequence of crime include the value of property stolen or damaged, time costs
of replacing property, documents and so on, the emotional and physical impact and
reduced quality of life for victims, and reduced effectiveness at work for people
affected by crime. In cases where the crime involves violence to the victim, it also
includes health costs; 3) costs in response to crime are numerous and relate generally
to the criminal justice system. This includes costs related to law enforcement and
judicial system, legal aid and non-legally-aided defence costs, and costs to the prison
and probation services.

It should be taken into consideration, that the best efforts were made to base
findings on recorded data from institutional sources, however, all figures and
indication of particular numbers should be accepted with caution and considered
to be indicative only.

3. Findings

Based on the data of the United Nations, the turnover of criminal activities
constituted 2 trillion euros in 2009 [49]. As K. Kuchalskis indicates, the drug
business alone generates about 24 billion euros per year in the European Union; for
comparison, Lithuania’s gross domestic product (GDP) was about 36 billion euros
in 2016. In the European Union, Europol estimates that the average criminal group
of 6-10 members annually reaches a profit of around 1.5 million euros. Illegal profit
varies depending on the nature of criminal acts, however, criminal groups engaged
in certain types of fraud can generate billions in revenue [27].

Latest data show that OC takes in over $3 trillion per year, which is twice all
military annual budgets combined. The value of black-market trade in 50 categories
from 91 countries at $1.81 trillion, not including extortion, racketeering, corruption,
and money laundering (due to their overlapping nature). Among their total estimates
for those countries are $339 billion for illegal drugs; $200 billion for counterfeit
drugs; $186 billion for prostitution; and $334 billion for counterfeit products.
Cybercrimes are not included, but it is estimated that businesses may lose $2 trillion
due to cybercrime in 2019 [46].

It is worthwhile to shortly overview the situation of Lithuania as an example of
one EU country that faces the direct and indirect impact of organised crime for its
economics, social welfare and security. Since 2008 Lithuania’s economy has become
one of the fastest-growing economies in the EU. From 2013 it rose to eight positions
in the World Bank’s Doing Business rating smooth in the business start-up category
and ranked 11th worldwide [52]. GDP per capita in Lithuania is about 12,428 euros,
which is about 75 % of the European Union average [45]. The level of the shadow
economy in Lithuania is still high and may reach up to 27 %. GDP [23]. According
to the results of different studies, the size of the shadow economy in Lithuania in
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2014 m. accounted for 25 to 27 per cent (according to the research of the Lithuanian
Free Market Institute — 25 per cent GDP [30], and according to F. Schneider (cited
by Zukauskas, [53, p. 7]) — 27 %. GDP).

Further, each type of organised crime activity has a different economic impact
and the threat to economic security, consequently state security in general, therefore
we will analyse those activities through economic figures separately.

3.1. Cybercrime

Society as never is being digitized and criminals are using technological
innovation adapting those skills to new crime business models. Every year in the
world because of cyber-attacks lose $400 billion. Other studies show, that the loss is
increasing, in 2018 cybercrime costs businesses close to $600 billion [37], or 0.8 per
cent of global GDP, which is up from a 2014 study that put global losses at about
$445 billion.

Cybercrime is a low-risk crime that provides high payoffs. The reasons for this
growth are as follows: quick adoption of new technologies by cybercriminals; the
increased number of new users online (these tend to be from low-income countries
with weak cybersecurity); the increased ease of committing cybercrime, with the
growth of Cybercrime-as-a-Service; expanding number of cybercrime “centres”
that now include Brazil, India, North Korea, and Vietnam); a growing financial
sophistication among top-tier cybercriminals that, among other things, makes
monetization easier [29].

Table 1. The economic impact of cybercrime

Region Region GDP | Cybercrime cost | Cybercrime Loss

(According to World Bank) | (USD, trillions) | (USD, billions) (% GDP)
North America 20.2 140 to 175 0,69 to 0,87 %
Europe and Central Asia 20.3 160 to 180 0,79 to 0,89 %
East Asia & the Pacific 22.5 120 to 200 0,53 to 0,89 %
South Asia 2.9 7 to 15 0,25 to 0,52 %
Latin America & the 5.3 15 to 30 0,28 to 0,57 %
Caribbean

Sub-Saharan Africa 1.5 1to3 0,07 to 0,20 %
MENA 3.1 2to5 0,06 to 0,16 %
World $75.8 $445 to 608 0,59 to 0,80 %

Source: CS1S, 2014 [4].

It should be noted that according to worldwide cybercrime statistics Lithuania
is among 5 countries generating most online fraud (together with Egypt, Ukraine,
Indonesia, Yugoslavia) [26, p. 36].
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3.2. Production, trafficking and distribution of illegal drugs

Drug trafficking interferes with legal economic activity in many different
ways, and for the present-day especially for the European Union, this is the biggest
threat to security: illicit drug trafficking remains the biggest criminal area — 45 %
of criminal groups in the EU are involved in drug production and distribution.
Each year Europeans spend at least EUR 24 billion on illicit drugs. The cannabis
market is the largest, making up about 38 % of the total, followed by heroin (28 %)
and cocaine (24 %). These estimates are based on limited data, with many gaps.
Information about the economics of other aspects of the drug market is even more
scanty [13]. The hidden nature of the illicit drugs business makes it difficult to
estimate the amount of money it generates, but the United Nations Office on Drugs
and Crime (UNODC) has estimated that illegal drugs account for about 20 %
(17-25 %) of global crime proceeds and are equivalent to about 0.6-0.9 % of global
gross domestic product (GDP) [49]. Criminals are investing in new technologies
to make the same cost would result in higher drug yields and thus profits. Europol
recorded the rise of organised crime groups in Lithuania in heroin and synthetic
drug circulation. Lithuania is considered a transit country for the trafficking of illicit
substances between Western Europe, Eastern Europe and the Nordic countries,
mainly by land [11]. Based on the example of Lithuania another aspect of the
economic impact of criminal activities could also be mentioned. As Lithuanian data
shows, the economic effect is also in public expenditures tackling any type of crime.
As concerns illicit drugs, The National Programme for the Control and Prevention
of Use of Drugs, Tobacco and Alcohol 2018-28 was adopted in 2018. In 2017, the
labelled expenditure announced in the Action Plan on Drugs, Tobacco and Alcohol
was EUR 7.8 million (0.02 % of the gross national product (GDP)). More than half
of this expenditure was intended for supply reduction (61.7 % of the total); 26.8 %
was budgeted for demand reduction and 11.1 % for policy coordination [15].

3.3. Facilitation of illegal immigration

There is an unexpressed demand on migration (especially immigration) as an
economic and social phenomenon to have some positive impact on the economy
of the target country. It’s nevertheless true, that from a political point of view the
migration trends are usually being associated with the economic, social, security
challenges in target countries. Illegal migration usually faces security, regulatory,
human rights protection issues, as well as economic, financial and social challenges
to destination States [38]. In case migration is legal, it could have a huge positive
impact on accepting the state’s economy. On the other hand, illegal migration causes
substantial negative outcomes. As Europol indicates, more than 90 % of the migrants
travelling to the EU used facilitation services. In most cases, these services were
offered and provided by criminal groups [8]. Facilitated illegal immigration covers
the production and procurement of falsified travel documents or permits obtained
under false pretences, the provision of clandestine transportation or other assistance
to obtain illegal entry or stay, often connected to several other criminal activities. It
is difficult to separate facilitation of illegal migration from other criminal activities —
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human trafficking, migrant smuggling, document fraud. Some criminal groups view
migrants as simply one of many commodities to be smuggled, alongside drugs and
firearms. Since the smuggling of migrants is a highly profitable illicit activity with
a relatively low risk of detection, it is attractive to criminals [50]. It is obvious,
that criminal groups gain a huge profit from all illegal activities related to illegal
migration. In 2015, criminal networks involved in migrant smuggling are estimated
to have had a turnover of between EUR 3-6 billion. These earnings strengthen
criminal networks and have a significant negative long-term impact on Europe’s
economy [16].

3.4. Trafficking in human beings

Trafficking in human beings is often linked with other forms of OC such as
document fraud, drug trafficking, cybercrime, child pornography, migrant smuggling,
benefit fraud. Among other forms of OC trafficking in human beings has been
identified as a priority crime threat area in the EU Policy on Organised and Serious
International Crime 2014-2017 and the EU Serious and Organised Crime Threat
Assessment 2017. Human trafficking earns profits of roughly $150 billion a year for
traffickers, according to the ILO report from 2014 [24; 25]. The successful human
trafficker’s business is dynamic, adapting as populations become vulnerable and
as areas of demand shift. The revenue from human trafficking is large, an annual
estimated average of US$ 13,000 per trafficked victim [47, p. 10].

Table 2. Human trafficking profits (in 2014)

Human trafficking profits in total - $150
billion

m $99 billion commercial sexual
exploitation

m $34 billioninconstruction,
manufacturing, mining and utilities

$9 billion in agriculture, including
forestry and fishing

m $8 billion saved by private households
employing forced labour

Source: author.
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According to other data, annual profits from all forms of trafficking in human
beings are estimated at EUR 29.4 billion globally. Following the money throughout
the trafficking chain is crucial to turning trafficking in human beings into a “high-risk,
low-return” crime. This can be done by intensifying investigations and prosecutions
and facilitating proactive financial and intelligence-led investigations, asset recovery,
freezing and confiscation of profits [12].

It should be noted, that while only 19 % of victims are trafficked for sex, sexual
exploitation earns 66 % of the global profits of human trafficking. The average annual
profits generated by each woman in forced sexual servitude ($100,000) is estimated
to be six times more than the average profits generated by each trafficking victim
worldwide ($21,800), according to the Organization for Security and Cooperation
in Europe [35].

OSCE studies show that sexual exploitation can yield a return on investment
ranging from 100 % to 1,000 %, while an enslaved labourer can produce more than
50 % profit even in less profitable markets (e.g., agricultural labour in India). A few
specific examples could be mention, for example, in the Netherlands, investigators
were able to calculate the profit generated by two sex traffickers from several victims.
One trafficker earned $18,148 per month from four victims (for a total of $127,036)
while the second trafficker earned $295,786 in the 14 months that three women were
sexually exploited according to the OSCE [35]. While sexual exploitation generates
profits, forced labour saves costs. In one case, Chinese kitchen workers were paid
$808 for a 78-hour workweek in Germany. According to German law, a cook was
entitled to earn $2,558 for a 39-hour workweek according to the OSCE [35].

3.5. Illicit trafficking, distribution and use of firearms

Scientists very precisely observed that “like drug trafficking is a catalyst criminal
activity worldwide due to the high level of profits it produces, firearms’ trafficking
is a pivotal criminal activity worldwide due to the high demand in several criminal
hotspots” [40, p. 10]. The illicit manufacturing, acquisition and trafficking of firearms
also function as a market commonly known as the “illicit global market”. Whereas
older forms of firearms trafficking were to a large extent dominated by geo-political
considerations, researchers have argued in the recent past that economic profit has
increasingly become the chief supplier motivation [32]. The trafficking of firearms
is different from most other forms of organized crime activity in that it is a durable,
rather than a consumable, good. It is difficult to assess the scale of illicit firearms
trafficking because of its nature. When evaluating the number of illegal firearms
used and possible profit that organised crime groups gain from this activity, some
indicators are taken into consideration: a broad indicator based on the number
of unregistered firearms, and a narrower measure based on firearms seizures; the
number of firearms-related homicides; illegal firearms used during violent incidents;
the extent to which illicit firearms trafficking supports activities such as human
trafficking and drugs smuggling. According to the UNODC, the illegal firearms
trade generates between €125 million to €236 million per year globally, which
represents between 10 to 20 % of the total trade in legal firearms [49]. The surveys
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estimate that there are some 875 million small arms and light weapons in circulation
worldwide. Between 530,000 and 580,000 are produced annually, either under licence
or as unlicensed copies, by an estimated 1,249 companies in more than 90 countries.
Experts state that the international small arms trade is worth an estimated US$8.5
billion with a further US$2 billion spent on illicit weapons. The largest exporters of
licit weapons are Russia, the United States, China, Brazil, Italy, Germany, France,
Belgium and the United Kingdom [43]. Another estimate of the value of the illicit
firearms trade is provided by Geopolitical Monitor [18] estimates the illicit market
to be worth around US$ 1 billion.

3.6. Money laundering

It was estimated that in 2009 from crime generated 3.6 % of global GDP and
2.7 % (or $1.6 trillion) is involved in money laundering. Such calculations also
coincided with the International Monetary Fund calculations according to which
money laundering income in the world could account for 2—5 % of the value of
world GDP [17]. However, it is difficult to determine the precise economic impact
of illegal activities, as the income of organised crime activities is being reinvested and
legalised further performing multiple actions. Also, it should be noted, that money
laundering itself is a serious crime, and most often it comes as a consequence of other
activities of organised crime groups. A simple example of a combination of a few
criminal activities could be presented: for example, a person received 200 thousand
euros in illicit drug trafficking, which were put into the bank account of the tax
haven country to open an online gambling account. After short gambling remaining
unlost money are transferred to a real bank account as a «<win» money while avoiding
taxation, which is not applied for winnings in some countries [34]. Also, it should
be noted, that recently money laundering became a relevant part of organised crime
activities. Most often countries or sectors with weak anti-money laundering options
are selected to commit the crime. A booming economy with fast-developing financial
centres and weak oversight by competent authorities are actively used perpetrating
money laundering by criminals. Speaking about economic security, the reports
and statistical data of money laundering criminal activities are the most precise
and can be at least indicated by some particular figures. Money laundering allows
criminal groups to invest in proceeds from illegal activities into the legal or illegal
economy. It is said that money laundering is the lifeblood of organized crime and
money laundering allows the illicit ventures of the criminal organized groups and
individuals to continue [1, p. 445].

Speaking generally, it is obvious that organised crime is a big business that
generates huge turnover and gains substantial profit. While it is recognised that
international crime acts globally, the impact is mostly felt locally, therefore everybody
is under influence. The effect of organised crime is not only on tax exemption nature
of is activities but it also affects the structure of public spendings in each country —
more must be spent to law enforcement and security assurance, not to mention an
increased level of criminality and insecurity of the society. It threatens peace and
human security, leads to human rights being violated and undermines the economic,
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social, cultural, political and civil development of societies around the world [51].
Those are additional latent costs of organised crime, that raises this phenomenon to
a higher level than the only economical threat to society and state.

Conclusion. It is obvious that organised crime is evolving as all factors that
influence society, also have an impact on development and changes of organised
crime. This phenomenon becomes more and more complex, flexible, adaptive,
multidimensional, it adopts new forms and ways of acting. Bearing in mind the profit
that organised crime generates from its illegal activities, also the direct and indirect
impact on worlds economics, it is clear that organised crime affects much more
than only economics of the states, it also has interconnections with other global,
regional and national threats (which might vary from country to country depending
on different factors). During past decades the scope of organised crime activities
increased dramatically, with a huge impact on modern technologies. It must be
mentioned, that until the 21% century there was almost no scientific research in the
field. Only past decades it became clear that tackling organized crime is important
to use the newest research possibilities, involving all possible innovative means of
response to that unprecedented threat. It is difficult to evaluate economic factors of
organised crime, as they constitute a complex system of different indicators, therefore
research in this field is essential, as only understanding the scale and impact of
organized crime to society, political stability, human rights may raise the policy and
decisions taken to another dimension.
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IKOHOMUYECKOE BIMSIHE OPraHU30BAHHOMN NPECTYIHOCTH HAa FOCY/IAPCTBEHHYIO 0€30NaCHOCTD

Opeanuszosannas. npecmynHocms MEHslemcs. U CMAHOBUMCs. éce Gojee PasHooOpasHoll nNo CeOUM
Memooam, epynnogviM CMpYyKMypam u eiusHuem na oowecmso. Llenvio nybruxayuu seisemcs: uccie-
dosanue, ¢ 00HOU CMOPOHBL, GIUSHUSL OPZAHUI0BAHHOL NPECMYNHOCIU HA SKOHOMUKY 20CYO0apcmed, ¢
Opye0il — AHAIU3 BOIMONCHIX NPABOGHIX U IKOHOMUUCCKUX MED N0 NPEOOOLeHUI) U NPeOOMEPAUEeHUIO
maxotl dessmenviocmu. Cmamost cOOEPHCUM Pe3YIbMamvl AHAIU3A MEHCOYHAPOOHBIX, PEZUOHATBHBIY U
HAYUOHAILHOIX NPABOBHIX AKMOE U BMOPUUHOZ0 AHAIUZA CIMAMUCTIUYECKUX Oannblx opeanos Eeponeii-
ck020 Cor3a u MerOYHapoOHbIX OP2arU3AUULL. ABMOP UCNOIb30BAL PASIUUHbIE MEMOObL: 0m 0mbopa u
AHATU3A NEPEUUHBIX U EMOPUUHBIY UCTMOUHUKOE 00 ONUCAMENDHBIX, CPACHUMENVHBIY U MeMO008 CUHME3d.
Takoii ananus npogeden Ha MHOZOHAUUOHALLHOU, PA3HOOOPAZHOU 6A3€ IMNUPUUECKUX OAHHDLX, NOIYYEH-
HOUL O MENCOYHAPOOHBIX, PEZUOHATLHBIX, HAUUOHALLHOIX OPZAHUSAUULL U 6600MCME, 4 MAKICE C HAYUHBIX,
ONePaAMUBHHIX U MEOPEMUUEecKUX J0KAA008, CEA3ANHBIX ¢ NPOOIEMOL OPLAHUI0BAHHOL NPECYNHOCU U
BIUSHUEM IMO20 SAGIEHUS HA 20CYIAPCMB0 U 00UeCmEO.
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